SELECTION OF SECURITY SYSTEM INTEGRATOR TO SETUP CYBER SECURITY OPERATION CENTRE (C-SOC)
IN KARNATAKA GRAMIN BANK AND KERALA GRAMIN BANK

Annexure-4 for RFP Ref: KaGB/Project Office/RFP/03/2021-22 dated 07.02.2022
Selection of Security System Integrator to Setup Cyber Security Operation Centre in Karnataka Gramin Bank and Kerala Gramin Bank

Note: Any misrepresentation of facts and/or presentation/submission of manipulated/fabricated information in the technical specifications will lead to
outright disqualification from the bid.

Security Information and Event Management (SIEM):

Product Details

Module Category Subcategory Product Name Module  Purpose Version Detail Licensing Details Warranty ~ AMC Details
10,000-30,000 o Collection (HA in DC & HA in DR)

(EPS)
Log Storage (HA in DC & HA in DR)
SIEM Log Correlation (HA in DC & Standalone in DR)
Packet Capture (HA in DC & Standalone in DR)

SSL Decrypter (HA in DC & Standalone in DR)

Hardware Details

No of Units
Module  Category Subcategory Make/ Model (include details of CPU OS Database Memory Hard Disk Size Warranty ~ AMC Details
DC and DR)

10,000 - 30,000

(EPS) Log Collection (HA in DC & HA in DR)

Log Storage (HA in DC & HA in DR)

SIEM Log Correlation (HA in DC & Standalone in DR)
Packet Capture (HA in DC & Standalone in DR)
SSL Decrypter (HA in DC & Standalone in DR)
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Any other tools/ solution required (Ex: Middleware for Unified Portal etc., Use as many lines as required)

Bandwidth required on account of Log Collection / Replication (To be procured by Bank)

SIEM 10,000 - 30,000 (EPS) NA

Storage Details (On box - Capable for storing 3 Months of Logs)

SIEM 10,000 - 30,000

Tier I - Storage Details (Near Line - Capable for storing 12 months of Logs)

SIEM 10,000 - 30,000

Tier II - Storage Details (Offline - Capable for storing 5 Years of Logs)

SIEM 10,000 - 30,000
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Privileged Identity Management (PIM)

100 HAiInDC &
PIM Admins Standalone in DR

Any other tools/ solution required (Use as many lines as required)

HA in DC &

Standalone in
PIM DR

Anti-Advanced Persistent Threat (Anti-APT)

HA in DC &

Anti- 100Mbps Standalone in DR

APT

Any other tools/ solution required (Use as many lines as required)

HAin DC &
Anti- Standalone in
APT DR
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Vulnerability Management & Scanner

Vulnerability
Management 100 IP
& Scanner

Any other tools/ solution required (Use as many lines as required)

Vulnerability NA
Management
Scanner NA

We confirm that the information furnished above is true and correct. We also note that, if there are any inconsistencies in the information
furnished above, the bid is liable for rejection.

Date: Signature with Seal
Name:

Designation:



